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Abstract

This paper presents a critical literature survey of security and privacy challenges in IPv6 networks. Although IPv6
was introduced to overcome IPv4 address exhaustion and improve scalability, its deployment introduces risks
related to Neighbor Discovery Protocol (NDP), Stateless Address Autoconfiguration (SLAAC), Router Advertisement
messages, address generation, reconnaissance, and operational misconfiguration. The study reviews foundational
IPv6 standards, recent IPv6 scanning studies, and operational security recommendations using four evaluation
criteria: security effectiveness, privacy impact, deployment complexity, and scalability. Based on this analysis, the
paper classifies major IPv6 threats into local-link attacks, configuration-based attacks, reconnaissance attacks,
operational misconfiguration, and privacy-related traceability risks. It also compares protection mechanisms such
as RA Guard, Secure Neighbor Discovery (SEND), IPv6-aware firewall filtering, privacy-aware address configuration,
and operational hardening. The findings show that no single mechanism is sufficient to secure IPv6 networks.
Therefore, the paper proposes a layered security and privacy framework that combines address privacy, local-link
protection, traffic filtering, reconnaissance reduction, and continuous monitoring. Since this study is literature-
based, future work should validate the proposed framework through real network environments or testbed-based
experiments.
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Introduction

The rapid expansion of Internet-connected devices, cloud services, mobile systems, and Internet of Things (IoT) applications
has significantly increased the demand for scalable and efficient network addressing solutions. Internet Protocol version 6
(IPv6) was introduced as the successor to IPv4 in order to overcome address exhaustion and support the continuous growth
of global Internet infrastructure. Through its 128-bit addressing architecture, IPv6 provides a significantly larger address
space and supports hierarchical address allocation, improved scalability, and more flexible network design [1]. Recent
practical studies have also examined IPv4 address conservation through NAT and PAT, as well as IPv6 deployment through
dual-stack configuration and OSPFv3-based routing, reflecting the practical transition from IPv4 limitations toward IPv6-
oriented network design [2], [3].

Despite these advantages, IPv6 deployment introduces security and privacy challenges that require careful analysis. Unlike
IPv4 networks, IPv6 relies heavily on automatic configuration and local-link control mechanisms, particularly Stateless
Address Autoconfiguration (SLAAC) and the Neighbor Discovery Protocol (NDP). SLAAC enables hosts to configure their own
IPv6 addresses automatically, while NDP supports essential functions such as address resolution, router discovery, prefix
discovery, and neighbor reachability detection [4], [5]. Although these mechanisms improve scalability and reduce
administrative overhead, they may also introduce vulnerabilities when authentication, filtering, and monitoring
mechanisms are not properly implemented.

Several IPv6 security issues are related to the misuse of local-link control messages. Attackers may exploit Router
Advertisement (RA) messages, Neighbor Advertisement messages, or Duplicate Address Detection (DAD) processes to
redirect traffic, disrupt connectivity, or cause denial-of-service conditions [4], [5]. In addition, operational misconfiguration
remains a major concern because IPv6 may be enabled in networks without equivalent firewall rules, monitoring policies,
or security controls applied to IPv4 traffic [6]. Recent studies have also shown that IPv6 networks are not immune to
reconnaissance and scanning techniques. Although the large IPv6 address space was initially expected to make scanning
impractical, attackers can still discover active IPv6 hosts using pattern-based probing, DNS information, topology inference,
passive measurements, and intelligent target generation methods [7], [8], [9], [10]. This demonstrates that address space
size alone should not be considered a sufficient security mechanism. Privacy is another important issue in IPv6
deployments. Stable interface identifiers may allow long-term tracking of devices across different networks, while
temporary addresses and stable opaque interface identifiers were introduced to reduce the exposure of device-specific
information [11], [12]. However, these mechanisms do not completely eliminate traceability risks, especially when address
information is combined with traffic behavior, DNS data, or application-layer identifiers [11], [12].

Although previous standards and studies have addressed IPv6 addressing, NDP, SLAAC, privacy extensions,
reconnaissance, and operational security, these issues are often discussed separately rather than as interconnected
security and privacy challenges [1], [11], [7], [6]. In particular, many existing discussions focus either on protocol-level
mechanisms or on individual attack types, while less attention is given to the combined relationship between automatic
configuration, address generation, reconnaissance, traceability, and real-world deployment practices. Therefore, there is a
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need for an integrated survey that connects IPv6 configuration mechanisms with modern attack strategies and practical
defense approaches.

To address this gap, this paper presents a critical survey of security and privacy challenges in IPv6 networks. The main
contributions of this paper are threefold. First, it organizes major IPv6 threats into a structured taxonomy covering local-link
attacks, configuration-based attacks, reconnaissance attacks, operational misconfiguration, and privacy-related
traceability risks. Second, it provides a comparative analysis of key IPv6 mechanisms and countermeasures, including
SLAAC, NDP, privacy-aware address generation, RA Guard, Secure Neighbor Discovery (SEND), and IPv6-aware firewall
filtering [4], [12], [13], [14]. Third, it proposes a layered security and privacy framework that emphasizes the need to combine
protocol-level protection, network hardening, monitoring, and privacy-preserving address configuration rather than relying
on a single defensive mechanism.

Methodology

Research Approach

This paper adopts a critical literature survey methodology to analyze security and privacy challenges in IPv6 networks. The
selected references were chosen to cover three main categories: foundational IPv6 standards, recent academic studies,
and operational security recommendations. Foundational standards were included to explain the core mechanisms of IPv6,
including the IPv6 protocol specification, Neighbor Discovery Protocol (NDP), Stateless Address Autoconfiguration (SLAAC),
privacy extensions, and secure address generation mechanisms [1], [12].

Recent academic studies were selected to examine modern IPv6 threats, particularly address scanning, reconnaissance,
and intelligent target generation techniques. These studies were included because they demonstrate that IPv6 security risks
are not limited to traditional local-link attacks, but also include large-scale discovery and measurement-based attacks that
can reduce the practical anonymity expected from the large IPv6 address space [7], [9], [10], [8].

Operational and defensive references were also reviewed to evaluate practical countermeasures used in real-world IPv6
deployments. These include operational security recommendations, Router Advertisement Guard (RA Guard),
implementation guidance for RA Guard, Secure Neighbor Discovery (SEND), and IPv6-aware firewall filtering [6], [14].

The reviewed literature was analyzed according to four evaluation criteria: security effectiveness, privacy impact,
deployment complexity, and scalability. Security effectiveness refers to the ability of a mechanism to reduce or prevent
attacks such as spoofing, rogue advertisements, scanning, and unauthorized discovery. Privacy impact refers to the extent
to which a mechanism reduces device traceability and long-term tracking. Deployment complexity considers
implementation difficulty, administrative overhead, and compatibility with existing network infrastructure. Scalability
evaluates whether the mechanism can be applied effectively in large and dynamic IPv6 networks.

Based on these criteria, the paper classifies IPv6 threats into local-link attacks, configuration-based attacks,
reconnaissance attacks, and privacy-related traceability risks. It also compares major protection mechanisms in order to
identify their strengths, limitations, and suitability for practical deployment. This methodological approach allows the paper
to move beyond descriptive discussion and provide a structured comparative analysis of IPv6 security and privacy
challenges.

Background on IPv6 Addressing and Configuration

IPv6 was introduced to overcome the limitations of IPv4, particularly address exhaustion, by providing a 128-bit addressing
architecture that supports a significantly larger address space and hierarchical address allocation [1]. This large address
space improves scalability and enables more efficient routing in large-scale networks. However, address expansion alone
does not ensure security or privacy, since IPv6 operation depends heavily on automatic configuration, neighbor discovery,
and address generation mechanisms that may introduce new attack surfaces if not properly secured.

One of the most important mechanisms in IPv6 is Stateless Address Autoconfiguration (SLAAC). SLAAC allows hosts to
automatically generate their own IPv6 addresses without requiring a centralized address assignment server. This process
depends on Router Advertisement (RA) messages and includes Duplicate Address Detection (DAD) to verify address
uniqueness on the local link [5]. Although SLAAC reduces administrative overhead and supports scalable network
deployment, it also creates security concerns because hosts rely on received RA messages to configure network
parameters. If these messages are spoofed or manipulated, attackers may redirect traffic, disrupt connectivity, or cause
denial-of-service conditions [4,5].

The Neighbor Discovery Protocol (NDP) is another core IPv6 mechanism. It is responsible for address resolution, router
discovery, prefix discovery, and neighbor reachability detection [4]. These functions are essential for IPv6 communication,
especially within local networks. However, NDP does not provide strong cryptographic authentication by default, which
makes it vulnerable to spoofing, redirection, and man-in-the-middle attacks when appropriate link-layer protections are
absent. This weakness shows that IPv6 local-link security depends not only on protocol design but also on the correct
deployment of protection mechanisms and monitoring tools.
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Privacy is also strongly affected by IPv6 address generation methods. Earlier IPv6 addressing approaches could use stable
interface identifiers, which may expose devices to long-term tracking across different networks [11]. To reduce this risk,
temporary addresses were introduced to generate changing interface identifiers over time [15]. In addition, stable opaque
interface identifiers provide a method for generating addresses that remain stable within a specific network while avoiding
direct exposure of hardware-based identifiers [12]. These mechanisms improve privacy, but they do not completely
eliminate tracking risks, especially when address information is combined with traffic behavior, DNS data, or application-
layer identifiers [6,12].

In some environments, DHCPv6 is used as an alternative or complement to SLAAC in order to provide centralized address
and configuration management. This approach gives administrators greater control over network configuration, but it also
introduces operational dependency on centralized infrastructure and requires proper monitoring and filtering to prevent
misuse or misconfiguration [6]. Therefore, IPv6 address configuration should be understood as both a functional and
security-sensitive process. Practical IPv6 deployment may also involve dual-stack configurations and OSPFv3 routing to
maintain IPv4 compatibility while enabling IPv6-based communication in realistic network environments [3]. Table 1
presents a comparative analysis of major IPv6 address configuration and privacy mechanisms.

Table 1. Comparative Analysis of IPv6 Address Configuration and Privacy Mechanisms

Mechanism Main Function Security Advantages Security / Privacy Limitations Deployment
Considerations
SLAAC Enables hosts to Reduces administrative Depends on Router Suitable for dynamic
automatically generate IPv6 overhead and supports Advertisement messages, which networks, but requires
addresses without a scalable automatic may be spoofed or manipulated RA filtering, monitoring,
centralized server configuration if not protected and proper configuration
NDP Provides address Essential for IPv6 local-link Lacks strong built-in Requires protection
resolution, router communication authentication by default, mechanisms such as RA
discovery, prefix discovery, making it vulnerable to spoofing Guard, SEND, and IPv6-
and neighbor reachability and redirection attacks aware monitoring
detection
Temporary Generates changing Improves privacy by limiting | Does not fully prevent correlation Useful for user privacy,
Addresses interface identifiers to the use of stable identifiers through traffic patterns, DNS but may complicate
reduce long-term tracking information, or application-layer logging, auditing, and
identifiers network management
Stable Generates stable but non- Reduces exposure of Still produces stable addresses Provides a balance
Opaque obvious interface hardware-based identifiers within a given network context, between privacy and
Interface identifiers and improves resistance to | so some correlation may remain operational stability
Identifiers device tracking possible
DHCPv6 Provides centralized Supports administrative Can introduce dependency on Suitable for managed
address and configuration control and address centralized infrastructure and enterprise
management assignment policies may be affected by environments, but
misconfiguration or rogue requires filtering,
services monitoring, and server
validation

The comparison shows that IPv6 configuration mechanisms involve trade-offs between automation, security, privacy, and
operational control. SLAAC and NDP improve scalability and reduce manual configuration, but they also expand the local-
link attack surface because they rely on control messages that may be abused by attackers [4], [5]. Privacy-oriented
mechanisms, such as temporary addresses and stable opaque interface identifiers, reduce the exposure of device
identifiers, but they do not completely eliminate tracking risks when combined with traffic analysis or higher-layer identifiers
[11], [12]. Therefore, IPv6 address configuration should not be treated as a purely functional process; it must be combined
with filtering, monitoring, and privacy-aware operational policies.

Security Issues in IPv6 Networks
IPv6 networks introduce several security challenges that arise from the interaction between automatic configuration,
neighbor discovery, address generation, and operational deployment practices. Although IPv6 improves scalability and
provides a larger address space, its security depends heavily on how core mechanisms such as Neighbor Discovery Protocol
(NDP), Stateless Address Autoconfiguration (SLAAC), Router Advertisement (RA) messages, and firewall filtering are
configured and monitored [1,5,6].
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One of the most critical security issues in IPv6 is related to local-link attacks against NDP. Since NDP is responsible for
router discovery, address resolution, prefix discovery, and neighbor reachability detection, forged NDP messages can affect
fundamental communication processes within the local network [4]. Attackers may send spoofed Neighbor Advertisement
or Router Advertisement messages to redirect traffic, perform man-in-the-middle attacks, or disrupt network connectivity.
This risk is increased because NDP does not provide strong authentication by default, making local-link protection
mechanisms essential in practical deployments [4,16].

Router Advertisement spoofing is another major threat in IPv6 environments. In this attack, a malicious node sends fake RA
messages to convince hosts to use an attacker-controlled router, incorrect prefix, or invalid network configuration. As a
result, users may experience traffic interception, route manipulation, or denial of service. This type of attack is particularly
dangerous because SLAAC relies on RA messages during automatic configuration [5,13,17].

Duplicate Address Detection (DAD) attacks also represent an important configuration-based threat. During SLAAC, a host
performs DAD to verify thatits generated address is unique on the local link [5]. An attacker can exploit this process by falsely
claiming that the address is already in use, preventing the legitimate host from completing address configuration. This can
lead to denial of service, especially in networks where automatic configuration is widely used.

In addition to local-link threats, IPv6 networks are also exposed to reconnaissance and scanning attacks. The large IPv6
address space was once considered a natural barrier against address scanning; however, modern studies show that
attackers can improve discovery efficiency by using pattern-based probing, DNS information, topology inference, passive
measurements, and intelligent target generation techniques [7-10]. Therefore, the large address space should not be
considered a standalone security feature. Instead, IPv6 networks require proper filtering, monitoring, and exposure
reduction to limit unauthorized discovery.

Misconfiguration is another persistent security problem in IPv6 deployment. In some networks, IPv6 may be enabled by
default without equivalent security policies to those applied in IPv4 environments. This can result in unfiltered IPv6 traffic,
incomplete firewall rules, exposed services, or insufficient monitoring of ICMPv6 messages. Since ICMPV6 is essential for
normal IPv6 operation, blocking it completely can break network functionality, while allowing it without control can increase
the attack surface [8,16]. Table 2 classifies the major IPv6 security threats according to attack type, target mechanism,
potential impact, severity, and possible mitigation.

Table 2. Taxonomy of Major IPv6 Security Threats

Attack Targeted
g . Example Threats Potential Impact Severity Possible Mitigation
Category Mechanism
. Neighbor Advertisement Traffic interception, man- SEND, RA Guard,
Local-link . . . . . . . S
attacks NDP spoofing, redirection in-the-middle attacks, High switch-level filtering,
attacks connectivity disruption monitoring
RA spoofing, rogue Incorrect host
Configuration POOTIng, rog corre RA Guard, RA
SLAAC and default gateway, configuration, route . L
-based . ; . . . High filtering, trusted
RA messages malicious prefix manipulation, denial of .
attacks ] . router policies
advertisement service
Monitoring DAD
Address DAD spoofing / false Preventing hosts from . ) g
. . . . . Medium behavior, access
configuration DAD address conflict obtaining valid IPv6 .
to High control, anomaly
attacks response addresses .
detection
1PV Pattern-based scanning, Address planning,
Reconnaissa addressin topology inference, Discovery of active hosts Medium exposure reduction,
nce attacks and DNS dagta intelligent j(arget and exposed services to High firewall‘filt‘ering,
generation monitoring
. . Unfiltered IPv6 traffic, IPv6-aware firewall
Operational | Firewalls and . .
. ) . incomplete ICMPv6 Increased attack surface . rules, operational
misconfigura security ) High ;
. . rules, unmanaged and unauthorized access hardening, regular
tion policies o
enabled IPv6 auditing
T
_ Stable identifier emporary
Privacy- Address . . . . addresses, stable
. tracking, correlation of Device traceability and . . -
related generation ) . . Medium opaque identifiers,
L . addresses with traffic profiling A
security risks | mechanisms . privacy-aware
behavior L.
policies
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The taxonomy shows that IPv6 security threats should not be treated as isolated protocol weaknesses. Instead, they are
strongly connected to configuration choices, local-link trust assumptions, address generation methods, and operational
security practices. Local-link attacks such as RA spoofing and NDP manipulation are highly severe because they directly
affect basic network connectivity. Reconnaissance attacks are also important because modern scanning methods reduce
the practical protection expected from the large IPv6 address space [7-10]. Therefore, IPv6 security requires a layered
approach that combines protocol protection, link-layer filtering, IPv6-aware firewall policies, and continuous monitoring.

Privacy and Traceability Issues in IPv6

Privacy is one of the major concerns in IPv6 networks because address generation mechanisms may expose information
that can be used to identify or track devices over time. Unlike IPv4 environments where Network Address Translation (NAT)
often hides internal host addresses, IPv6 enables globally routable addressing for a large number of devices. Although this
improves end-to-end connectivity, it also increases the importance of privacy-aware address generation and operational
security practices [1], [11].

A key privacy issue is the use of stable interface identifiers. If an IPv6 address contains an identifier that remains stable
across different networks or over long periods, the same device may be recognized and tracked even when the user changes
location or network provider. This creates a traceability risk because the network-layer address can become a persistent
identifier associated with a specific device [11]. Therefore, IPv6 privacy cannot be evaluated only in terms of address space
size; it must also consider how interface identifiers are generated and how long they remain valid.

Temporary addresses were introduced to reduce long-term tracking by generating interface identifiers that change over time
[15]. These addresses improve user privacy by making it more difficult to associate a single device with a persistent IPv6
address. However, temporary addresses do not completely eliminate traceability. Attackers or observers may still correlate
device activity using traffic patterns, DNS information, communication timing, or application-layer identifiers [11]. This
means that address randomization improves privacy, but it should not be treated as a complete privacy solution.

Stable opaque interface identifiers provide another privacy-preserving approach. Instead of exposing hardware-based
identifiers, this method generates stable but semantically opaque identifiers that are difficult to predict or link to the
underlying device hardware [12]. This approach provides a balance between operational stability and privacy protection
because addresses can remain stable within a given network while avoiding direct exposure of device-specific information.
However, even stable opaque identifiers may still support some level of correlation if they are combined with other metadata
or repeated network behavior.

IPv6 reconnaissance and scanning techniques also contribute to privacy and traceability risks. The large IPv6 address space
was expected to make host discovery difficult, but recent studies show that attackers can use address patterns, DNS
datasets, topology information, passive observations, and intelligent target generation methods to identify active IPv6 hosts
[7-10]. Once active addresses are discovered, they can be associated with services, devices, or user behavior, increasing
the risk of profiling and targeted attacks. Table 3 summarizes the main IPv6 privacy and traceability risks, their causes,
potential impact, and mitigation approaches.

Table 3. Privacy and Traceability Risks in IPv6 Networks

Privacy Risk Main Cause Potential Impact Mitigation Approach
Long-term device Stable interface A device may be recognized Temporary addresses, stable
tracking identifiers across time or networks opaque identifiers

Repeated use of Privacy-aware address
Address-based . P . Linking network activity to a y'
. identifiable IPv6 . generation and address
profiling device or user .
addresses rotation
Combining IP addresses Reducing stable identifiers,
Correlation with traffic patterns, Re-identification even when limiting exposed metadata,
attacks DNS data, or application addresses change monitoring privacy-sensitive
identifiers logs
Discovery of active IPv6 Address planning, exposure
Reconnaissance- Scovery WV .V Exposure of devices and r p : ,I g. Xposur
- hosts through scanning . reduction, filtering, and
based traceability . services to targeted attacks L
or topology inference monitoring
Excessive logging or Long-term association
Operational geing g . Privacy-aware logging
rivacy leakage poorly managed between users, devices, olicies and limited retention
P y g address records and addresses b

The comparison shows that IPv6 privacy risks are not caused by a single mechanism. Instead, they result from the
interaction between address generation, host discovery, traffic behavior, and operational practices. Temporary addresses
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and stable opaque identifiers reduce the risk of direct device tracking, but they cannot fully prevent correlation when other
identifiers remain available [11,12]. Similarly, the large IPv6 address space reduces random scanning efficiency, but it does
not prevent intelligent reconnaissance methods from discovering active hosts [7,8]. Therefore, IPv6 privacy protection
requires a combined approach that includes privacy-aware address generation, careful exposure management, monitoring,
and operational policies that limit unnecessary device traceability.

Protection Mechanisms and Countermeasures in IPv6

Effective IPv6 security requires a layered protection approach because IPv6 threats target different parts of the network,
including local-link communication, automatic configuration, address discovery, privacy, and operational management. No
single mechanism can fully protect IPv6 networks against all security and privacy risks. Therefore, practical IPv6 defense
should combine router advertisement filtering, secure neighbor discovery, IPv6-aware firewall rules, monitoring, and
privacy-aware address configuration [6,14].

One of the main protection mechanisms in IPv6 networks is Router Advertisement Guard (RA Guard). RA Guard is designed
to block unauthorized or malicious Router Advertisement messages at the link layer, preventing hosts from accepting false
network configuration information from untrusted devices [6]. This mechanism is particularly useful against RA spoofing
attacks, rogue default gateway advertisements, and malicious prefix announcements. However, RA Guard must be
implemented carefully because some evasion techniques may bypass weak or incomplete implementations. For this
reason, implementation guidance is necessary to improve the reliability of RA Guard in real-world switched networks [13].
Secure Neighbor Discovery (SEND) provides stronger protection for Neighbor Discovery Protocol messages by using
cryptographic mechanisms to verify message authenticity [17]. SEND can reduce the risk of spoofed Neighbor
Advertisement and Router Advertisement messages by adding a trust mechanism to NDP operations. However, its practical
deployment remains limited because it requires additional infrastructure, certificate management, and operational
complexity. Therefore, SEND is more suitable for high-security environments, while many practical networks rely on RA
Guard, link-layer filtering, IPv6-aware firewall rules, and continuous monitoring as more deployable protection
mechanisms.

IPv6-aware firewall filtering is another essential component of IPv6 security. Unlike IPv4 environments, IPv6 depends heavily
on ICMPV6 for normal operation, including neighbor discovery, error reporting, and path MTU discovery. Therefore, blocking
ICMPv6 completely can disrupt IPv6 functionality, while allowing it without control may expose the network to attacks [14].
A proper IPv6 firewall policy should filter malicious or unnecessary traffic while still allowing essential ICMPv6 messages
required for correct network operation.

Operational security practices are also important because many IPv6 risks are caused by misconfiguration or incomplete
deployment policies. IPv6 may be enabled by default on hosts and network devices, sometimes without equivalent
monitoring, filtering, or access control policies. Operational hardening includes defining trusted router ports, auditing IPv6
firewall rules, monitoring neighbor discovery behavior, reducing exposed services, and ensuring that IPv6 traffic receives the
same level of security attention as IPv4 traffic [6].

Privacy-aware address configuration should also be treated as part of IPv6 protection. Temporary addresses reduce long-
term traceability by changing interface identifiers over time, while stable opaque interface identifiers avoid exposing
hardware-based identifiers directly [12], [15]. These mechanisms help reduce device tracking, but they should be combined
with monitoring policies, careful logging practices, and exposure reduction to limit correlation risks. Table 4 provides a
comparative evaluation of major IPv6 protection mechanisms according to security effectiveness, deployment complexity,
scalability, and limitations.

Table 4. Comparative Evaluation of IPv6 Protection Mechanisms

Protecti S it Depl t
rotec {on Main Purpose ec'url v op oymt‘an Scalability Main Limitation
Mechanism Effectiveness Complexity
Blocks unauthorized High against RA High in May be bypassed if
RA Guard Ro.uter spoofing when Medium switchgd 4 implementation is
Advertisement correctly enterprise incomplete or poorly
messages implemented networks configured
RA Guard Improves RA Guard . Depends on vendor
. . Supports stronger RA . High
Implementation reliability and filterin Medium support and correct
Guidance reduces evasion risks g configuration
Adds cryptographic High for Limited deployment due to
SEND protection to authenticated NDP High Medium complexity and operational
Neighbor Discovery messages overhead
IPv6-
I\zlire?/vm;?lre Controls IPv6 and High when rules are Medium High Incorrect filtering may
Filtering ICMPV6 traffic correctly designed g either break IPv6
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functionality or leave
exposure

Reduces . .
. ) . Requires continuous
misconfiguration and

Operational High as part of a

Medium High auditing and
Hardening unmanaged IPv6 layered strategy 8 . . g
administrative awareness
exposure

Privacy-aware Does not fully prevent

y Reduces device Medium to High for Low to . . yp ’
Address o ] . . High correlation through traffic

traceability privacy protection Medium

Configuration or application identifiers

The comparison shows that IPv6 protection mechanisms differ in their strengths and limitations. RA Guard is effective for
controlling malicious Router Advertisement messages, but it must be supported by correct implementation and
configuration [6], [13]. SEND provides stronger cryptographic protection for NDP, but its deployment complexity limits its
practical adoption [16]. IPv6-aware firewall filtering is essential because ICMPV6 is required for normal IPv6 operation and
cannot be handled using simplistic blocking policies [14]. Operational hardening provides the broader security context
needed to ensure that IPv6 is monitored, filtered, and managed consistently across the network [6].

Overall, IPv6 security should be implemented as a layered defense strategy rather than as a single technical solution. A
practical security architecture should combine RA filtering, NDP protection, firewall control, privacy-aware addressing,
monitoring, and regular configuration auditing. This layered approach reduces the risk of local-link attacks, reconnaissance,
misconfiguration, and privacy leakage while maintaining the scalability and functionality of IPv6 networks.

Critical Comparative Analysis and Layered Security Framework

The previous sections show that IPv6 security and privacy challenges cannot be addressed by a single mechanism. IPv6
threats affect different layers of operation, including address generation, local-link communication, router advertisement
processing, host discovery, firewall filtering, and operational management. Therefore, this section provides a structured
comparative analysis based on five evaluation criteria: security effectiveness, privacy impact, deployment complexity,
scalability, and operational suitability.

Security effectiveness refers to the ability of a mechanism to prevent or reduce attacks such as spoofing, rogue Router
Advertisement messages, reconnaissance, and misconfiguration-based exposure. Privacy impact measures how far a
mechanism reduces device traceability and long-term tracking. Deployment complexity evaluates the practical difficulty of
implementation, including configuration requirements, infrastructure dependency, and administrative overhead. Scalability
refers to the ability of a mechanism to operate efficiently in large and dynamic IPv6 environments. Operational suitability
considers whether the mechanism can be realistically adopted in enterprise, campus, ISP, or loT-like environments. Table 5
compares the main IPv6 mechanisms and countermeasures using these criteria.

Table 5. Comparative Evaluation Framework for IPv6 Security and Privacy Mechanisms

Mechanism Security Effectiveness Privacy Impact Deployment Scalability Operational Suitability
Complexity
SLAAC Medium, because it Low to Medium if Low High Suitable for dynamic
supports automatic stable identifiers networks but requires
configuration but depends are used RA filtering and
on trusted RA messages monitoring
NDP Essential for Low, becauseitis Low by High Required in all IPv6
communication, but weak not designed default, networks but needs
against spoofing without primarily as a higher when additional protection
protection privacy mechanism secured
Temporary Low for attack prevention, High for reducing Low to High Suitable for end-user
Addresses but useful for privacy long-term address- Medium environments where
based tracking privacy is important
Stable Opaque Medium for reducing Medium to High Medium High Useful where both
Interface predictable identifiers privacy and address
Identifiers stability are needed
RA Guard High against rogue RA Indirect privacy Medium High Suitable for switched
messages when correctly benefit by reducing enterprise and campus
implemented malicious networks
configuration
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SEND High for authenticated Indirect privacy High Medium Suitable for high-
NDP protection benefit security environments
but limited by
deployment complexity
IPv6-aware High when rules are Medium, by Medium High Essential for enterprise,
Firewall Filtering correctly designed reducing ISP, and managed
unnecessary networks
exposure
Operational High as part of a layered Medium High Necessary for all
Hardening defense strategy Medium production IPv6
deployments
Reconnaissance Medium to High Medium, by limiting Medium High Important for networks
Reduction depending on address host discovery with public-facing IPv6
planning and exposure services
control

The comparison indicates that IPv6 security mechanisms differ significantly in their practical roles. SLAAC and NDP are
essential for IPv6 operation, but they are not sufficient as security mechanisms by themselves [4], [5]. Privacy mechanisms
such as temporary addresses and stable opaque interface identifiers reduce address-based tracking, but they do not
prevent reconnaissance or local-link attacks [11], [12]. RA Guard is effective against malicious Router Advertisement
messages, but its reliability depends on correct implementation and configuration [11], [13]. SEND provides stronger
cryptographic protection for NDP, but its practical adoption is limited by complexity and operational overhead [16]. IPv6-
aware firewall filtering and operational hardening provide broader protection because they address misconfiguration,
exposure, and traffic controlissues [6], [14]. Based on this comparison, a layered IPv6 security framework can be proposed.
The framework consists of five complementary layers:

Layer Layer Description Key Mechanisms / Examples Main Goal / Benefit
o o ey
Operational Monitoring and a-|
5 «—
Hardening Layer ::o Ensure long-term security,
Provides continuous monitoring, auditing, - detect incidents early, and
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=
Local-Link Protection Layer
Prevent local-link attack:
Protects the local link from IPvé-specific =° ; St
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redu(fes the risk Of long-term device Temporary Stable Opaque Privacy-aware traceability of devices.
tracking and profiling. Addresses Interface Identifiers Addressing

Figure 1. Proposed Layered IPv6 Security and Privacy Framework.

Layer 1: Addressing and Privacy Layer

This layer focuses on reducing device traceability through temporary addresses, stable opaque interface identifiers, and
privacy-aware address configuration policies [11], [12].

Layer 2: Local-Link Protection Layer

This layer protects NDP, SLAAC, and RA messages using mechanisms such as RA Guard, SEND, trusted router ports, and
link-layer filtering [4], [5], [13], [16].

Layer 3: Filtering and Traffic Control Layer

This layer applies IPv6-aware firewall policies, especially for ICMPv6 traffic, to allow essential IPv6 functions while blocking
unnecessary or malicious traffic [14].

Copyright Author (s) 2025. Distributed under Creative Commons CC-BY 4.0

Received: 02-05-2025 - Accepted: 30-06-2026 - Published: 06-07-2026 1929


https://doi.org/10.54361/ajmas.26713

Algalam Journal of Medical and Applied Sciences. 2026;9(7):1922-1931
https://doi.org/10.54361/ajmas.26713

Layer 4: Reconnaissance and Exposure Reduction Layer

This layer limits host discovery and exposure through careful address planning, service minimization, monitoring, and
reduction of unnecessary public-facing IPv6 services [7]- [10].

Layer 5: Operational Monitoring and Hardening Layer

This layer includes auditing, continuous monitoring, configuration review, security policy enforcement, and ensuring that
IPv6 receives the same level of operational security as IPv4 [6].

The proposed framework shows that IPv6 security should be implemented through combined and coordinated mechanisms
rather than isolated controls. For example, RA Guard may reduce rogue RA attacks, but it does not address scanning or
privacy risks. Temporary addresses may reduce tracking, but they do not prevent spoofing or misconfiguration. Similarly,
firewall filtering can reduce exposure, but incorrect ICMPV6 filtering may disrupt normal IPv6 operation. Therefore, the most
effective strategy is to combine privacy-aware addressing, local-link protection, firewall control, reconnaissance reduction,
and operational monitoring.

This analysis also shows that the selection of IPv6 security mechanisms depends on the deployment environment.
Enterprise and campus networks may prioritize RA Guard, firewall filtering, and monitoring, while privacy-sensitive end-user
environments may emphasize temporary addresses and opaque interface identifiers. High-security networks may consider
SEND, but only when the required infrastructure and administrative support are available. As a result, IPv6 security should
be treated as a deployment-specific process that balances protection level, privacy requirements, operational complexity,
and scalability.

Conclusion

IPv6 was introduced to overcome the limitations of IPv4 by providing a significantly larger address space, improved
scalability, and more flexible addressing mechanisms [1]. However, this paper has shown that the security and privacy of
IPv6 networks cannot be evaluated only from the perspective of address expansion. IPv6 operation depends heavily on
mechanisms such as Neighbor Discovery Protocol (NDP), Stateless Address Autoconfiguration (SLAAC), Router
Advertisement messages, and privacy-oriented address generation methods, all of which may introduce risks if they are not
properly configured, protected, and monitored [4], [12].

This paper presented a critical survey of IPv6 security and privacy challenges by analyzing foundational standards, recent
scanning studies, and operational security recommendations. The main contribution of the paper is the development of a
structured view of IPv6 risks through three analytical components. First, the paper classified major IPv6 threats into local-
link attacks, configuration-based attacks, reconnaissance attacks, operational misconfiguration, and privacy-related
traceability risks. Second, it compared IPv6 configuration and protection mechanisms according to security effectiveness,
privacy impact, deployment complexity, scalability, and operational suitability. Third, it proposed a layered IPv6 security and
privacy framework that combines privacy-aware addressing, local-link protection, IPv6-aware firewall filtering,
reconnaissance reduction, and operational monitoring.

The analysis indicates that no single mechanism is sufficient to secure IPv6 networks. RA Guard can reduce the risk of
malicious Router Advertisement messages, but its effectiveness depends on correct implementation and configuration
[13], [17]. SEND provides stronger protection for NDP through cryptographic mechanisms, but its deployment may be
limited by complexity and operational overhead [16]. IPv6-aware firewall filtering is essential because ICMPv6 is required for
normal IPv6 operation, but incorrect filtering can either disrupt connectivity or leave the network exposed [14]. Similarly,
temporary addresses and stable opaque interface identifiers improve privacy, but they do not fully prevent correlation
attacks when traffic behavior, DNS data, or application-layer identifiers are available [11], [12].

The paper also highlights that IPv6 reconnaissance remains an important security concern. Although the large IPv6 address
spacereduces the effectiveness of random scanning, recent studies show that attackers can still discover active hosts using
pattern-based probing, passive measurements, topology information, DNS-based data, and intelligent target generation
methods [7], [8]. Therefore, IPv6 security should be approached as an operational and architectural challenge rather than
as a property ensured by protocol design alone.

This study has some limitations. It is based on a literature survey and comparative analysis rather than experimental testing
or simulation. Therefore, the proposed framework is conceptual and should be validated in future work using real network
environments, traffic datasets, or testbed-based evaluation. In addition, the effectiveness of different countermeasures
may vary depending on network size, device diversity, administrative policies, and vendor-specific implementations.
Future research should focus on empirical evaluation of IPv6 defense mechanisms in real-world deployments, lightweight
alternatives to complex security mechanisms such as SEND, improved detection of IPv6 reconnaissance activities, and
privacy-preserving monitoring techniques. Further studies are also needed to evaluate IPv6 security in emerging
environments such as lol, cloud infrastructures, and large-scale enterprise networks. Overall, IPv6 security and privacy
require a layered, adaptive, and deployment-aware strategy that integrates protocol protection, operational hardening, and
privacy-preserving design.
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