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Abstract 

IPv6 adoption has expanded significantly across modern Internet infrastructures, leading to increasing 
interest in the practical realization of IPv6-only networking. While substantial progress has been achieved in 

protocol deployment, the successful operation of IPv6-only environments depends not only on the availability 
of transition technologies but also on the readiness of infrastructure platforms, application ecosystems, 
enterprise environments, and emerging IoT and edge-computing systems. This survey evaluates IPv6-only 
deployment readiness across key operational domains, including infrastructure, applications, enterprise 
networks, IoT ecosystems, and global adoption trends. It further reviews the principal architectures enabling 
IPv6-only networking, including translation-based technologies, IPv4-as-a-Service (IPv4aaS) solutions, and 
programmable IPv6 frameworks, while examining the operational challenges associated with their 
deployment. The analysis highlights important issues related to interoperability, service continuity, 
operational visibility, reliability, enterprise migration, and security management. Unlike previous surveys 
that primarily focus on transition mechanisms, performance evaluation, or IPv6 adoption trends, this paper 
integrates deployment readiness assessment, architectural analysis, and operational considerations within 
a unified IPv6-only networking perspective. Based on the reviewed literature, several research gaps are 

identified, including a limited understanding of large-scale enterprise IPv6-only deployment, insufficient 
evaluation of IPv6-only IoT and edge ecosystems, fragmented security assessment, and the lack of long-term 
operational and performance studies. The findings provide a comprehensive view of the current state of IPv6-
only networking and establish a foundation for future research and deployment strategies. 
Keywords: IPv6-only Networking, Deployment Readiness, IPv4-as-a-Service (IPv4aaS), IPv6 Adoption. 

 
Introduction 

The Internet is undergoing a gradual transformation toward IPv6-only networking as the limitations of IPv4 

become increasingly apparent. Originally designed with a 32-bit addressing architecture, IPv4 provides 

approximately 4.3 billion unique addresses, a capacity that is no longer sufficient to support the continuous 

growth of cloud computing, mobile communications, hyperscale infrastructures, and Internet of Things (IoT) 
ecosystems [1], [2], [3]. Although Network Address Translation (NAT) significantly extended the operational 

lifetime of IPv4, it introduced architectural complexity, reduced end-to-end transparency, and increased 

dependence on stateful intermediary devices [4], [5], [6]. 

 

To overcome these limitations, IPv6 was developed as the long-term successor to IPv4. Through its 128-bit 

addressing architecture, IPv6 provides an effectively inexhaustible address space while introducing several 
architectural improvements, including simplified packet processing, Stateless Address Autoconfiguration 

(SLAAC), improved routing scalability, and enhanced support for modern distributed services [2], [7]. These 

capabilities make IPv6 a fundamental enabler of future Internet growth and large-scale digital 

transformation [1], [3]. 
 

Table 1. Comparison between ipv4 and ipv6 networking architectures 

Feature IPv4 IPv6 

Address Length 32-bit 128-bit 

Address Space ~4.3 × 10⁹ addresses ~3.4 × 10³⁸ addresses 

NAT Dependency High Minimal NAT requirement 

Header Complexity Variable Simplified 

Broadcast Support Supported Replaced by Multicast 

End-to-End Connectivity Limited by NAT Native Support 
 

The transition toward IPv6-only networking is increasingly influenced not only by technical scalability 

requirements, but also by governmental policies, cloud operational models, and long-term infrastructure 

sustainability considerations [1], [8]. For example, the United States Office of Management and Budget 

(OMB) memorandum M-21-07 established strategic targets encouraging IPv6-only deployment across federal 

infrastructures by the end of 2025 [1]. In parallel, major cloud service providers have gradually introduced 
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economic disincentives for large-scale public IPv4 utilization, reflecting the growing operational and financial 

burden associated with scarce IPv4 resources [1], [8]. 

Recent Internet telemetry measurements indicate continued growth in global IPv6 adoption. According to 

data from APNIC Labs, worldwide IPv6 capability has exceeded approximately 43%, while the Asia-Pacific 
region has surpassed the 50% capability milestone [9]. 

 

 
Figure 1. Global IPv6 capability growth and regional adoption trends based on APNIC Labs 

measurements [9]. 
 
Similarly, the Google IPv6 Statistics Platform indicates that native IPv6 traffic accessing Google services has 

approached nearly half of global Internet connectivity traffic, while several regions have already exceeded 

50% deployment levels [10]. 
 

 
Figure 2. Global IPv6 traffic percentage observed across Google services [10]. 

 

Despite this progress, large-scale IPv6-only deployment remains challenging. Since IPv4 and IPv6 are not 

directly interoperable, organizations must rely on coexistence and interoperability mechanisms to maintain 

communication with legacy IPv4 services. Consequently, various approaches have been developed, including 

dual-stack operation, tunneling techniques, translation-based mechanisms, and IPv4-as-a-Service 
(IPv4aaS) architectures [2], [4], [5], [11]. 

Although previous studies have extensively investigated individual transition technologies, performance 

evaluations, and deployment experiences, the literature remains fragmented across isolated technical 

domains. Existing surveys often focus on specific mechanisms, security issues, or deployment case studies 

without providing a holistic assessment of IPv6-only deployment readiness across contemporary network 

ecosystems [3], [4], [5], [12], [13], [14]. 
Therefore, this survey provides a comprehensive review of the architectures that enable IPv6-only networking 

and evaluates the readiness of modern infrastructures for sustainable IPv6-only operation. The paper 

examines deployment readiness across infrastructure platforms, application ecosystems, enterprise 

environments, IoT and edge-computing systems, and global adoption trends. It further analyzes operational 

and security challenges, identifies current research gaps, and highlights future research directions that may 
support the continued evolution toward scalable and sustainable IPv6-only networking. 
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Methodology 

This survey follows a structured literature review approach. Relevant studies were identified through major 

digital libraries, including IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect, and RFC 

repositories. The literature selection focused on publications addressing IPv6-only networking, IPv6 
transition technologies, IPv4-as-a-Service (IPv4aaS), deployment readiness, operational challenges, and 

emerging programmable IPv6 architectures. Priority was given to peer-reviewed journal articles, conference 

papers, RFC documents, and recent studies published between 2020 and 2026. After screening for relevance 

and technical contribution, the selected literature was analyzed according to four main dimensions: 

deployment readiness, enabling architectures, operational challenges, and future research directions. 
 

Background and Evolution Toward IPv6-only Networking 

A. Limitations of IPv4 and Address Exhaustion 

Internet Protocol version 4 (IPv4) served as the foundational communication protocol of the modern Internet 

for several decades. Designed during the early stages of Internet development, IPv4 utilizes a 32-bit 

addressing architecture capable of supporting approximately (4.3 x 109) unique addresses [2]. While this 
capacity was initially considered sufficient, the rapid expansion of Internet-connected systems significantly 

accelerated global address consumption. 

To mitigate address scarcity, network operators widely adopted Network Address Translation (NAT) 

technologies, enabling multiple devices to share a limited pool of public IPv4 addresses [15]. Although NAT 

extended the operational lifetime of IPv4, it also introduced several architectural and operational limitations. 

These include increased network complexity, dependence on stateful middleboxes and reduced end-to-end 
transparency. Furthermore, large-scale NAT deployments complicated peer-to-peer communication models 

and created operational challenges for latency-sensitive and cloud-native applications [5], [6], [7] 

These limitations demonstrated that incremental IPv4 extensions alone could not provide a sustainable long-

term solution for future Internet growth. Consequently, the Internet Engineering Task Force (IETF) developed 

IPv6 as the long-term successor to IPv4. By introducing a 128-bit addressing architecture capable of 
supporting (2128) unique addresses, IPv6 provides a scalable foundation for future Internet expansion while 

reducing dependence on extensive address translation mechanisms [2], [4]. 

 

B. Architectural Advantages of IPv6 

In addition to significantly expanding address capacity, IPv6 introduces several architectural improvements 

designed to support scalability, routing efficiency, and modern distributed network environments [2], [16]. 
Unlike IPv4, IPv6 utilizes a simplified fixed-length packet header structure that reduces packet-processing 

complexity within routers and core network devices [2]. The protocol also eliminates several legacy 

mechanisms that previously increased forwarding overhead in IPv4 environments, including router-based 

packet fragmentation and header checksum recalculation [2], [4]. 

IPv6 further supports Stateless Address Autoconfiguration (SLAAC), enabling devices to automatically 
generate addresses without requiring extensive manual configuration or continuous dependence on 

Dynamic Host Configuration Protocol (DHCP) infrastructures [16]. This capability improves deployment 

flexibility and simplifies large-scale network management, particularly in cloud-native and IoT-oriented 

environments. Another major architectural advantage of IPv6 is its ability to reduce reliance on large-scale 

Network Address Translation (NAT) deployments [2], [5]. By restoring globally routable addressing models, 

IPv6 facilitates improved end-to-end communication transparency and simplifies peer-to-peer service 
deployment. 

 

C. From Dual-Stack to Native IPv6-only Environments 

Early IPv6 deployment strategies primarily relied on dual-stack networking models, where IPv4 and IPv6 

protocols operated simultaneously within the same infrastructure [2], [4]. Dual-stack deployment was 
initially considered the most practical migration approach because it allowed gradual IPv6 adoption while 

maintaining compatibility with existing IPv4 services and applications [17]. 

However, despite its operational flexibility, long-term dual-stack operation introduced significant complexity 

for enterprise and carrier-grade environments. Maintaining parallel IPv4 and IPv6 infrastructures increased 

administrative overhead, routing complexity, security management requirements, and troubleshooting 

difficulty [3], [5]. 
As IPv6 deployment matured, network operators and researchers increasingly shifted attention toward IPv6-

only operational models combined with selective IPv4 interoperability mechanisms such as NAT64/DNS64, 

464XLAT, and IPv4-as-a-Service (IPv4aaS) architectures [5], [11], [18]. This evolution reflects a broader 

transition away from permanent dual-stack coexistence toward scalable IPv6-centric infrastructures capable 

of supporting modern cloud-native, hyperscale, and mobile network environments [1], [3], [12]. 
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.  

Figure 3. Comparison of IPv4 and IPv6 Header Structures Highlighting Header Simplification and 

Field Optimization. 

 

 
D. Emergence of IPv4-as-a-Service (IPv4aaS) Models 

As organizations moved toward IPv6-centric networking, several transition models emerged to preserve 

interoperability with legacy IPv4 services while reducing direct dependence on native IPv4 infrastructure [5], 

[11]. Among the most significant approaches are IPv4-as-a-Service (IPv4aaS) architectures, which enable 

IPv4 connectivity to operate as an overlay or translation service across predominantly IPv6 transport 

networks. 
IPv4aaS mechanisms such as Dual-Stack Lite (DS-Lite), Mapping of Address and Port using Translation 

(MAP-T), and Mapping of Address and Port using Encapsulation (MAP-E) were developed to improve 

scalability and address conservation within carrier-grade and broadband environments [5], [11], [13]. These 

mechanisms differ in implementation strategies, including stateful translation, stateless mapping, 

encapsulation techniques, and traffic forwarding models. In addition to improving address utilization 

efficiency, IPv4aaS architectures reduce the operational burden associated with maintaining fully native 
IPv4 infrastructures [5], [11]. Recent studies have also explored the integration of IPv4aaS technologies with 

programmable networking paradigms, software-defined networking (SDN), and SRv6-based underlay 

infrastructures to improve scalability and operational flexibility [12], [19]. 

 
Figure 4. Evolution from dual-stack to native IPv6-only environments. 

 

Despite their advantages, IPv4aaS deployments introduce several technical and operational challenges, 

including interoperability limitations, translation overhead, troubleshooting complexity, and additional 

security considerations [11], [14]. Consequently, understanding the strengths and limitations of these 

architectures remains essential for evaluating real-world IPv6-only deployment readiness. 
 

IPv6-only Deployment Readiness Assessment 

The successful adoption of IPv6-only networking depends not only on protocol availability but also on the 

readiness of the surrounding ecosystem. While significant progress has been achieved in IPv6 deployment, 

readiness remains uneven across infrastructure platforms, applications, enterprise environments, and IoT 

ecosystems. Consequently, evaluating deployment readiness has become a critical component of long-term 

https://doi.org/10.54361/ajmas.269621


Alqalam Journal of Medical and Applied Sciences. 2026;9(6):1591-1605 

https://doi.org/10.54361/ajmas.269621  

 

 

Copyright Author (s) 2026. Distributed under Creative Commons CC-BY 4.0 

Received: 10-04-2026 - Accepted: 09-06-2026 - Published: 15-06-2026              1595 

IPv6-only planning. To provide a holistic perspective, this section examines IPv6-only readiness across five 

key domains: infrastructure modernization, application and service ecosystems, enterprise environments, 

IoT and edge computing, and global deployment trends. 

 
A. Infrastructure Modernization 

Infrastructure modernization is one of the strongest indicators of IPv6-only readiness. Over the past decade, 

Internet service providers (ISPs), mobile operators, cloud providers, and research networks have significantly 

expanded native IPv6 support across routing infrastructures, data centers, and service delivery platforms 

[1], [3], [8]. As a result, IPv6 capability is now a standard feature in most modern networking environments. 

However, readiness remains uneven. While hyperscale cloud providers and large telecommunications 
operators have largely modernized their infrastructures, many organizations continue to rely on legacy 

hardware, software platforms, and management systems originally designed for IPv4 environments [3], [8]. 

These dependencies often require coexistence mechanisms that increase operational complexity and slow 

the transition toward fully native IPv6-only operation. 

Real-world deployment experiences illustrate both the progress achieved and the challenges that remain. 
Robinson et al. [20] documented the successful deployment of an IPv6-enabled network supporting the SC23 

conference environment, demonstrating that heterogeneous infrastructures can effectively support large-

scale IPv6 operation when supported by careful planning, validation, and operational testing. Their findings 

suggest that technical barriers have decreased substantially, while organizational readiness and migration 

planning increasingly determine deployment success. Overall, the literature indicates that infrastructure 

modernization has reached a relatively mature stage in many sectors. Nevertheless, sustainable IPv6-only 
deployment continues to depend on the gradual replacement of legacy components, improved operational 

integration, and long-term modernization strategies. 

 

B. Application and Service Ecosystems 

The readiness of application and service ecosystems is a critical requirement for IPv6-only operation. Modern 
operating systems, cloud platforms, web services, and content delivery infrastructures increasingly support 

IPv6 natively, while interoperability mechanisms such as NAT64 and DNS64 allow IPv6-only clients to 

maintain connectivity with legacy IPv4 services [18]. Despite this progress, application compatibility remains 

a challenge. Several studies report that some applications continue to depend on embedded IPv4 literals, 

legacy APIs, and IPv4-specific assumptions that may only become apparent after migration to IPv6-only 

environments [21], [22], [23]. Such hidden dependencies can increase migration complexity and introduce 
operational risk. 

Service reliability is also influenced by DNS behavior and network configuration practices. Yamamoto et al. 

[22] identified issues related to DNS resolution failures, Path MTU Discovery (PMTUD), and inappropriate 

ICMPv6 filtering, demonstrating that application performance may be affected by factors extending beyond 

basic connectivity. Similarly, Dekinder et al. [24] observed that many web ecosystems continue to operate 
in mixed IPv4/IPv6 environments, indicating that protocol dependencies remain embedded within modern 

content delivery and service infrastructures. These observations suggest that application readiness extends 

beyond protocol support and requires comprehensive ecosystem-wide validation of services, dependencies, 

and operational workflows. 

 

C. Enterprise and Operational Environments 
Enterprise networks remain among the most challenging domains for IPv6-only deployment. Although 

modern routing, switching, firewall, and management platforms generally support IPv6, organizations 

frequently operate heterogeneous environments containing legacy applications, business systems, 

authentication platforms, and third-party integrations [3], [25], [26]. 

In many cases, operational processes present greater obstacles than technology itself. Monitoring 
procedures, security policies, troubleshooting methodologies, and address-management frameworks have 

often evolved over decades of IPv4 operation [25], [26]. Consequently, IPv6-only deployment frequently 

requires process modernization, staff training, and governance adaptation in addition to infrastructure 

upgrades. 

Operational evidence from real-world deployments reinforces this observation. Costello et al. [27] described 

the implementation of an IPv6-only testbed supporting legacy connectivity through NAT64, DNS64, 
RFC8925, and related translation mechanisms. Their experience showed that successful deployment 

depended not only on technical IPv6 support but also on effective troubleshooting procedures, user 

awareness, operational guidance, and management of application and VPN dependencies. These findings 

highlight the importance of organizational preparedness and end-user support in reducing deployment 

barriers. 
 

https://doi.org/10.54361/ajmas.269621


Alqalam Journal of Medical and Applied Sciences. 2026;9(6):1591-1605 

https://doi.org/10.54361/ajmas.269621  

 

 

Copyright Author (s) 2026. Distributed under Creative Commons CC-BY 4.0 

Received: 10-04-2026 - Accepted: 09-06-2026 - Published: 15-06-2026              1596 

The literature therefore suggests that enterprise readiness should be evaluated as a combination of technical 

capability, operational maturity, and organizational commitment. While technological barriers have 

decreased substantially, operational transformation remains essential for sustainable IPv6-only adoption. 

 
D. IoT and Edge Environments 

IoT and edge-computing ecosystems are widely regarded as major drivers of IPv6 adoption because of their 

requirement to support massive numbers of interconnected devices. IPv6 provides virtually unlimited 

address capacity, enabling scalable connectivity without the constraints associated with IPv4 address 

exhaustion [1], [28]. 

Recent studies indicate increasing IPv6 adoption across smart-home systems, industrial sensors, consumer 
devices, and edge-computing infrastructures [28], [29]. Nevertheless, readiness remains inconsistent across 

device categories, manufacturers, and deployment scenarios. Hu et al. [28] demonstrated that IPv6 

utilization varies significantly among IoT devices, with some platforms providing full support while others 

retain partial dependence on IPv4-based services. 

Recent Internet-scale measurements further highlight the complexity of IPv6 deployment within IoT 
ecosystems. Dahlmanns et al. [29] identified thousands of IPv6-reachable IoT deployments across the global 

Internet and observed that many devices remained exposed through publicly accessible IPv6 services. Their 

findings suggest that, although IPv6 adoption is expanding within IoT environments, challenges related to 

device management, deployment visibility, and operational security remain significant. These observations 

reinforce the need for improved understanding of large-scale IPv6-enabled IoT ecosystems beyond controlled 

smart-home environments. Additional challenges arise from device lifecycle management, limited firmware 
updates, heterogeneous implementations, and resource-constrained operating environments [28], [29], [30]. 

These factors complicate interoperability, operational consistency, and large-scale deployment governance. 

Consequently, achieving sustainable IPv6-only operation in IoT ecosystems requires improved 

implementation consistency and stronger lifecycle management practices. 
 

E. Global Adoption and Deployment Readiness 

Global IPv6 readiness has improved substantially in recent years, but deployment remains highly uneven 

across countries, regions, and service providers. Recent Google measurements show that IPv6 traffic to 

Google services has reached approximately the 50% global milestone, while APNIC measurements report 

lower global IPv6 capability, around the low-40% range, demonstrating that adoption levels vary depending 

on the measurement methodology and data source [9], [10]. 
 

 
Figure 5. IPv6 Capable Rate by country (%) [9] 

 

The disparity becomes clearer at the country and regional levels. APNIC Labs reports that several economies 

and regions have exceeded 50% IPv6 capability, while others remain far below this level, and some are still 
below 10% capability [9]. Internet Society Pulse similarly shows regional differences: IPv6 support among 

top websites is about 49% in the Americas, 48% in Asia, 35% in Europe, 37% in Oceania, and only 6% in 

Africa [9]. These figures show that IPv6 readiness is not globally uniform. 
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Table 2. Regional Differences APNIC Labs [9].  

Region IPv6 Capable1 IPv6 Preferred1 

World 43.17% 41.56% 

Africa  5.86% 5.71% 

Americas 49.68% 48.99% 

Asia 50.02% 47.61% 

Europe 36.13% 35.54% 

Oceania 39.89% 37.38% 

Unclassified 14.00% 13.71% 
1 June 2026. 

 

This uneven deployment creates practical challenges for IPv6-only transition. Organizations operating across 

multiple regions may find that some networks, providers, or application ecosystems are highly IPv6-capable, 

while others still require IPv4 connectivity. As a result, even organizations with strong internal IPv6 
readiness may need to maintain dual-stack or translation-based mechanisms to preserve global reachability. 

Several factors explain this variation, including differences in infrastructure maturity, national policy 

support, economic priorities, vendor readiness, workforce expertise, and operational incentives. Mobile 

operators and large cloud providers have generally advanced faster because they face stronger scalability 

pressure, while many enterprise and regional networks continue to operate stable IPv4-based 
infrastructures with limited short-term motivation to migrate [1], [8]. Overall, global IPv6 adoption statistics 

demonstrate positive momentum, but they also reveal a major readiness gap. The existence of regions above 

50% adoption alongside regions below 10% indicates that IPv6-only deployment is becoming practical in 

some environments while remaining difficult in others. Therefore, global IPv6-only readiness should be 

understood as uneven and multidimensional rather than complete or universally achieved. 

 
Table 3. IPv6-only Deployment Readiness Assessment.  

Domain 
Current 

Readiness 
Major Challenges 

Infrastructure High Legacy systems and integration 

Applications Medium–High Hidden IPv4 dependencies 

Enterprise Networks Medium Operational transformation 

IoT & Edge Medium Heterogeneous implementations 

Cloud Platforms High Service integration 

Security Operations Medium Visibility and monitoring 

challenges 

 

Enabling Architectures and Operational Challenges for IPv6-only Networking 

The evolution toward IPv6-only networking has been supported by a diverse set of architectural approaches 

designed to maintain interoperability with legacy IPv4 systems while reducing long-term dependence on 

native IPv4 infrastructures. These mechanisms differ in their operational principles, scalability 

characteristics, deployment complexity, and suitability for IPv6-only environments. This section reviews the 

principal architectural approaches that enable IPv6-only operation and examines their advantages, 

limitations, and contemporary relevance. 
 

A. Dual-Stack Architectures 

Dual-stack networking represents one of the earliest IPv6 deployment strategies, allowing IPv4 and IPv6 to 

operate simultaneously within the same infrastructure [2], [4]. Its primary advantage lies in maintaining 

compatibility with legacy IPv4 systems while enabling incremental IPv6 adoption. This flexibility contributed 

significantly to the early expansion of IPv6 across enterprise, ISP, and cloud environments [17]. 
Despite these benefits, long-term dual-stack operation introduces considerable operational complexity, 

organizations must maintain parallel routing policies, security controls, monitoring frameworks, and 

address-management systems for both protocols. In addition, persistent IPv4 fallback behavior often slows 

the transition toward fully native IPv6 operation and prolongs dependence on legacy infrastructures [3], [8]. 

Security management also becomes more challenging because administrators must secure and monitor two 
independent protocol environments simultaneously, increasing the overall attack surface [6], [7], [14]. 

Consequently, contemporary research increasingly views dual-stack networking as an effective transitional 

mechanism rather than a sustainable long-term architecture. Modern deployment strategies are 

progressively shifting toward IPv6-only operation supported by selective interoperability mechanisms for 

legacy IPv4 communication [5]. 
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Figure 6. Conceptual operation of a dual-stack architecture. 

 

 

B. Tunneling-Based Transition Mechanisms 

Tunneling mechanisms were developed to facilitate IPv6 communication across IPv4 infrastructures during 

the early stages of IPv6 deployment. These approaches encapsulate IPv6 packets within IPv4 headers, 

allowing IPv6 traffic to traverse networks that lack native IPv6 support [2], [4]. Representative mechanisms 
include 6to4, ISATAP, and Teredo, each designed to address specific deployment scenarios such as inter-

site connectivity, enterprise integration, and NAT traversal [2]. 

 
Figure 7. Conceptual operation of an IPv6-over-IPv4 tunneling mechanism. 

 

Tunneling technologies played an important role in accelerating early IPv6 adoption by providing 
interoperability without requiring immediate infrastructure replacement. However, their operational 

relevance has gradually declined as native IPv6 deployment has become more widespread [2], [5]. 

Several limitations have reduced the long-term attractiveness of tunneling-based approaches. Packet 

encapsulation introduces additional processing overhead and may negatively affect latency, throughput, 

and troubleshooting efficiency [2], [5]. Furthermore, tunnel management becomes increasingly complex in 

large-scale operational environments, particularly when multiple transition mechanisms coexist. 
Security considerations represent another significant challenge. Encapsulated traffic can complicate firewall 

inspection, intrusion detection, and network monitoring because IPv6 payloads are transported indirectly 

through IPv4 infrastructures [7], [14]. In some cases, tunneling mechanisms may also bypass traditional 

security controls, increasing operational risk [6]. Consequently, contemporary IPv6 deployment strategies 

rarely rely on tunneling as a primary long-term solution. Instead, modern environments increasingly favor 
translation-based mechanisms, IPv4-as-a-Service (IPv4aaS) architectures, and programmable IPv6 

infrastructures that provide greater scalability, operational simplicity, and support for sustainable IPv6-only 

operation [5], [12], [19]. 

 

C. Translation-Based Transition Mechanisms 

Translation-based mechanisms have become fundamental components of contemporary IPv6-only 
deployments. Unlike tunneling approaches, which encapsulate traffic across heterogeneous infrastructures, 

translation mechanisms directly convert packets between IPv4 and IPv6, enabling communication between 

hosts operating on different protocol versions [2], [5]. 
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Figure 8. Conceptual operation of translation-based mechanisms (NAT64/DNS64) in an IPv6-only 

environment. 

 

These architectures are particularly valuable in environments where IPv6-only clients must continue to 
access legacy IPv4 services. Consequently, translation technologies are widely deployed in mobile networks, 

cloud platforms, enterprise environments, and broadband infrastructures, pursuing IPv6-centric 

operational models [5], [18]. One of the most widely adopted solutions is the NAT64/DNS64 architecture. 

DNS64 synthesizes IPv6 records for IPv4-only destinations, while NAT64 gateways translate traffic between 

IPv6 and IPv4 domains [18]. This approach enables IPv6-only devices to access legacy IPv4 resources without 
requiring native IPv4 connectivity. As a result, NAT64/DNS64 has become a key enabler of large-scale IPv6-

only deployments. Another important mechanism is 464XLAT, which combines customer-side and provider-

side translation functions to improve compatibility with applications that continue to rely on IPv4 

communication models [31]. Owing to its ability to support legacy applications while preserving IPv6-centric 

transport networks, 464XLAT has been widely adopted by mobile operators transitioning toward IPv6-only 

operation. 
Despite their advantages, translation-based architectures introduce several operational considerations. 

Dynamic protocol translation may increase processing overhead, complicate troubleshooting, and create 

interoperability challenges for applications that embed IPv4 literals or depend on protocol-specific behaviors 

[4], [18]. Furthermore, maintaining consistent security visibility and policy enforcement across translated 

traffic flows remains an ongoing operational challenge. Nevertheless, translation-based mechanisms are 
increasingly regarded as practical interoperability layers that enable organizations to reduce native IPv4 

dependence while maintaining service continuity. Compared with traditional coexistence and tunneling 

approaches, they offer a more scalable pathway toward sustainable IPv6-only operation. 

 

D. IPv4-as-a-Service (IPv4aaS) Architectures 

As network operators increasingly adopt IPv6-centric infrastructures, IPv4-as-a-Service (IPv4aaS) 
architectures have emerged as scalable approaches for delivering legacy IPv4 connectivity across 

predominantly IPv6 transport networks. Unlike traditional dual-stack deployments, IPv4aaS models treat 

IPv4 connectivity as a service operating over an IPv6 underlay, thereby reducing dependence on native IPv4 

infrastructures [11]. 

 
Figure 9. Conceptual operation of IPv4-as-a-Service (IPv4aaS) Architectures. 

 

Several IPv4aaS mechanisms have been developed to support this objective, including Dual-Stack Lite (DS-
Lite), Mapping of Address and Port using Translation (MAP-T), and Mapping of Address and Port using 

Encapsulation (MAP-E) [5], [13]. Although these architectures differ in forwarding methods, translation 

models, and state management strategies, they share a common goal: preserving compatibility with IPv4-

dependent services while accelerating the transition toward IPv6-centric operation. 

 

https://doi.org/10.54361/ajmas.269621


Alqalam Journal of Medical and Applied Sciences. 2026;9(6):1591-1605 

https://doi.org/10.54361/ajmas.269621  

 

 

Copyright Author (s) 2026. Distributed under Creative Commons CC-BY 4.0 

Received: 10-04-2026 - Accepted: 09-06-2026 - Published: 15-06-2026              1600 

DS-Lite encapsulates IPv4 traffic within IPv6 packets and relies on centralized Carrier-Grade NAT (CGN) 

infrastructures to provide IPv4 connectivity. In contrast, MAP-T and MAP-E employ stateless mapping 

techniques that reduce dependence on centralized stateful translation systems and improve scalability in 

large-scale broadband environments [11], [13]. 
Recent research has explored the integration of IPv4aaS mechanisms with Software-Defined Networking 

(SDN), Network Function Virtualization (NFV), and Segment Routing over IPv6 (SRv6) to improve service 

automation, traffic engineering, and operational flexibility [12], [19]. These developments reflect a broader 

shift toward programmable and cloud-oriented networking architectures. 

Despite their scalability advantages, IPv4aaS deployments introduce several operational challenges. Carrier-

grade translation systems may reduce traffic visibility, complicate troubleshooting, and create 
interoperability issues for specific applications and protocols [11], [14]. In addition, maintaining consistent 

security policies across hybrid IPv4/IPv6 environments remains an important operational concern [6], [14]. 

Nevertheless, IPv4aaS architectures are increasingly regarded as one of the most practical pathways toward 

sustainable IPv6-only networking. By minimizing direct reliance on native IPv4 infrastructures while 

preserving compatibility with legacy services, they enable gradual modernization without disrupting existing 
operational ecosystems. 

E. Programmable IPv6 Architectures 

The emergence of cloud-native services, hyperscale data centers, and software-defined infrastructures has 

accelerated interest in programmable IPv6 architectures. Unlike traditional transition mechanisms that 

focus primarily on interoperability between IPv4 and IPv6, these approaches emphasize automation, service 

orchestration, traffic engineering, and long-term operational scalability within IPv6-centric environments 
[12], [19]. 

One of the most significant developments in this area is Segment Routing over IPv6 (SRv6), which extends 

native IPv6 forwarding by embedding routing and service instructions directly into packet headers. This 

capability enables flexible traffic engineering, service chaining, and improved network programmability 

without requiring complex overlay infrastructures [19]. Recent studies suggest that SRv6 can simplify 
network operations and enhance scalability in large-scale distributed environments [12], [32]. 

Programmable IPv6 infrastructures are also increasingly integrated with Software-Defined Networking (SDN) 

and Network Function Virtualization (NFV). SDN enables centralized traffic management and automated 

policy enforcement, while NFV allows transition functions such as NAT64, DNS64, and carrier-grade 

translation services to operate as virtualized network functions rather than dedicated hardware appliances 

[32]. Together, these technologies improve deployment flexibility and facilitate dynamic resource scaling in 
cloud and service-provider environments. Despite their advantages, programmable architectures introduce 

new operational challenges. Organizations may face implementation complexity, interoperability concerns, 

and increased dependence on orchestration platforms and control systems [19], [32]. Nevertheless, 

programmable IPv6 architectures represent a significant evolution beyond traditional migration models. 

Rather than treating IPv6 adoption solely as a compatibility problem, these approaches position IPv6-only 
networking as a foundation for automated, scalable, and service-oriented Internet infrastructures. 

Consequently, SRv6, SDN, and NFV are increasingly viewed as strategic enablers of future IPv6-only 

ecosystems. 
 

Table 4. Comparative Evaluation of IPv6-only Enabling Architectures.  

Architecture Scalability 
Operational 

Complexity 

Security 

Considerations 

IPv6-only 

Suitability 
Typical Deployment 

Dual Stack Medium High Medium Low 
Enterprise Networks, 

ISP Migration 

Environments 

Tunneling 

(6to4, ISATAP, 

Teredo) 

Low High Medium Low 

Legacy IPv4 Networks, 

Temporary Transition 

Scenarios 

NAT64/DNS64 High Medium Medium High 

Mobile Networks, 

Cloud Platforms, IPv6-
only Data Centers 

464XLAT High Medium Medium Very High 

Mobile Operator 

Networks, 

Smartphone 

Ecosystems 

DS-Lite High Medium Medium Medium 

Broadband ISPs, 

Residential Internet 
Services 
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MAP-T / MAP-

E 
Very High Medium High High 

Carrier Networks, 

Large-Scale 

Broadband 

Deployment 

SRv6 / SDN / 
NFV 

Very High Medium High Very High 

Cloud-Native 

Infrastructures, Data 
Centers, Service 

Provider Networks 

 

Research Gaps and Future Research Directions 

A. Synthesis of Major Findings 

The literature reviewed in this survey demonstrates that the transition toward IPv6-only networking has 
progressed significantly over the past decade. Early transition approaches such as dual-stack deployment 

and tunneling mechanisms played a critical role in enabling IPv6 adoption during the initial migration 

stages. However, recent studies increasingly indicate that these mechanisms are best viewed as transitional 

solutions rather than sustainable long-term deployment models [2], [5], [11]. 

The review further reveals that translation-based technologies, including NAT64/DNS64 and 464XLAT, have 

become key enablers of contemporary IPv6-only deployments. These mechanisms allow IPv6-only networks 
to maintain interoperability with legacy IPv4 services while reducing dependence on scarce IPv4 address 

resources [11], [18]. Similarly, IPv4-as-a-Service (IPv4aaS) architectures such as DS-Lite, MAP-T, and MAP-

E provide scalable alternatives for supporting IPv4 connectivity over IPv6 infrastructures [5], [11], [13]. 

From a deployment perspective, the findings indicate that infrastructure readiness has improved 

considerably across mobile networks, cloud environments, and modern service-provider infrastructures [1], 
[8], [20]. Application ecosystems have also demonstrated increasing levels of IPv6 support, although hidden 

IPv4 dependencies and compatibility limitations continue to affect some deployment scenarios [21], [22], 

[24]. Enterprise environments remain more heterogeneous, with operational processes, organizational 

priorities, workforce preparedness, and legacy systems often influencing migration decisions as much as 

technical considerations [25], [26], [27]. 

The review also highlights the growing importance of IoT and edge-computing ecosystems in driving IPv6 
adoption. The scalability requirements associated with billions of connected devices reinforce the need for 

IPv6-based architectures capable of supporting sustainable long-term growth. At the same time, recent 

studies reveal significant challenges related to deployment visibility, device lifecycle management, 

interoperability, and operational governance within large-scale IPv6-enabled IoT environments [28], [29]. 

Security remains a critical consideration throughout the transition toward IPv6-only networking. Existing 
studies emphasize that future security strategies must extend beyond protocol-level vulnerabilities and 

address broader issues, including operational visibility, policy consistency, threat detection, monitoring, and 

governance across increasingly distributed environments [16], [30], [33]. Another important observation 

concerns the uneven nature of global IPv6 adoption. Although several countries and network operators have 

achieved high levels of IPv6 capability and traffic utilization, significant disparities remain across regions 

and deployment sectors [8], [9], [10]. These differences suggest that IPv6-only readiness is influenced not 
only by technological availability but also by economic conditions, organizational priorities, workforce 

expertise, and broader ecosystem maturity. Overall, the literature suggests that IPv6-only networking is 

increasingly achievable from a technical perspective. Nevertheless, successful deployment continues to 

depend on balancing interoperability requirements, operational readiness, security considerations, and 

long-term migration strategies. These observations provide the foundation for the research gaps and future 
directions identified in this survey. 

 

B. Research Gaps 

Despite substantial progress in IPv6 deployment and the growing maturity of IPv6-only networking 

architectures, several important research challenges remain insufficiently addressed in the current 

literature. Existing studies provide valuable insights into individual transition mechanisms, deployment 
experiences, and performance evaluations; however, many investigations remain fragmented across isolated 

technical domains. Based on the reviewed literature, four major research gaps can be identified. 

 

Table 5. Summary of Identified Research Gaps in IPv6-only Deployment Research 

Research Gap 
Key Supporting 

Literature 

What Existing Studies 

Cover 

Remaining Gap / 

Research Need 

Limited Understanding 
of Large-Scale 

Enterprise IPv6-only 

Deployment 

[20], [26], [27] 
Existing studies provide 
deployment experiences, 

enterprise deployment 

There is still a limited 
understanding of how 

large enterprises manage 

governance adaptation, 
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guidelines, and IPv6-only 

testbed evaluations. 

workforce development, 

operational 

transformation, risk 

management, and 

business continuity 
during long-term IPv6-

only migration. Additional 

longitudinal enterprise-

scale studies are needed. 

Insufficient Evaluation 

of IPv6-only IoT and 

Edge Ecosystems 

[28], [29] 

Current research 

investigates IPv6 usage in 

smart-home environments 

and Internet-scale 

discovery of IPv6-enabled 

IoT deployments. 

Comprehensive evaluation 

of industrial IoT, edge-
computing platforms, 

heterogeneous device 

ecosystems, lifecycle 

management, and large-

scale operational 

governance remains 
limited. More ecosystem-

level studies are required. 

Fragmented Security 

Assessment Across 

IPv6-only 

Environments 

[6], [16], [30], [33] 

Existing work examines 

IPv4aaS security, NAT-
centric security 

assumptions, IPv6 

scanning behavior, and 

protocol-specific 

vulnerabilities. 

Security research remains 

fragmented across 

isolated domains. Future 

work should develop 
integrated security 

frameworks addressing 

monitoring, threat 

detection, incident 

response, operational 

visibility, and policy 
enforcement in IPv6-only 

environments. 

Lack of Long-Term 

Operational and 

Performance Studies 

[20], [21], [22], 

[23], [27] 

These studies discuss 

IPv6-only networking 
experiences, deployment 

case studies, DNS-related 

operational issues, and 

IPv6-only testbed 

implementations. 

Most available evidence is 

based on short-term 

deployments, 

experiments, or migration-
focused evaluations. 

Longitudinal studies 

examining reliability, 

performance, operational 

overhead, and service 

continuity in mature IPv6-
only environments remain 

scarce. 

 

Limited Understanding of Large-Scale Enterprise IPv6-only Deployment 

While numerous studies have evaluated IPv6 technologies and transition mechanisms, relatively few have 

examined long-term IPv6-only deployment within large enterprise environments. Most published work 

focuses on technical feasibility, protocol interoperability, or experimental testbeds rather than organizational 

deployment outcomes [20], [26], [27]. As a result, there remains limited understanding of how large 

organizations manage operational transformation, governance adaptation, workforce development, and 

business continuity during IPv6-only migration. Additional longitudinal studies are needed to evaluate 

enterprise-scale deployment experiences and identify best practices for sustainable adoption. 

 

Insufficient Evaluation of IPv6-only IoT and Edge Ecosystems 

IoT and edge-computing environments are frequently identified as major drivers of IPv6 adoption; however, 

empirical studies examining large-scale IPv6-only operation in these ecosystems remain limited. Existing 

research often focuses on protocol implementation, device behavior, or specific deployment scenarios rather 

than comprehensive ecosystem-level evaluation [28], [29]. 

Consequently, important questions related to interoperability, lifecycle management, operational 
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governance, and long-term scalability remain insufficiently explored. Future research should investigate 

how heterogeneous IoT ecosystems can be effectively managed within fully IPv6-only environments. 

 

Fragmented Security Assessment Across IPv6-only Environments 

Security research related to IPv6 remains fragmented across multiple domains, including protocol 

vulnerabilities, transition mechanisms, scanning behavior, and deployment-specific analyses [6], [16], [30], 

[33]. Although these studies provide valuable insights, there is a lack of integrated security frameworks 

capable of addressing the broader operational realities of IPv6-only networking. 

Future work should focus on developing holistic security models that combine governance, monitoring, 
threat detection, policy enforcement, and operational visibility within large-scale IPv6-only environments. 

 

Lack of Long-Term Operational and Performance Studies 

Many existing evaluations are based on laboratory experiments, short-term deployments, or isolated case 

studies [20], [21], [22], [23], [27]. While such investigations provide important technical insights, they do not 

fully capture the operational challenges that emerge during sustained IPv6-only operation. 
Longitudinal studies examining performance, reliability, operational overhead, and service continuity over 

extended periods are still relatively rare. Additional real-world deployment evidence is required to improve 

understanding of long-term IPv6-only sustainability. 

 

C. Future Research Directions 
The literature suggests that IPv6 research is gradually shifting from transition-oriented investigations 

toward understanding the operation of mature IPv6-only environments. While previous studies primarily 

focused on coexistence mechanisms and migration strategies, increasing deployment maturity indicates a 

growing need for research addressing long-term operational sustainability, service reliability, deployment 

governance, and post-migration management practices [22], [23], [27]. 

Future deployment environments are expected to be strongly influenced by the continued expansion of 
cloud-native infrastructures, IoT ecosystems, and edge-computing platforms. As these environments become 

increasingly distributed and interconnected, greater attention will be required to understand scalability, 

interoperability, lifecycle management, and operational governance challenges beyond traditional enterprise 

and service-provider networks [28], [29]. Emerging networking paradigms such as Software-Defined 

Networking (SDN), Network Function Virtualization (NFV), and Segment Routing over IPv6 (SRv6) represent 

promising directions for future IPv6 research. These technologies provide new opportunities for network 
automation, traffic engineering, service orchestration, and operational flexibility within large-scale IPv6-only 

infrastructures [12], [19], [32]. Recent studies have also begun exploring the integration of artificial 

intelligence and machine-learning techniques with programmable IPv6 architectures to support intelligent 

traffic engineering, adaptive routing, and automated network optimization [32], [34]. However, their 

deployment implications, scalability characteristics, and operational readiness remain insufficiently 
explored. 

Finally, security and operational visibility are expected to remain central research priorities as IPv6 adoption 

continues to expand. Recent studies demonstrate that challenges associated with monitoring, policy 

enforcement, threat detection, large-scale scanning behavior, and operational governance persist across 

IPv6-enabled environments [6], [30]–[33]. Consequently, future research should focus on integrated security 

frameworks that combine deployment management, operational visibility, continuous monitoring, and 
governance within sustainable IPv6-only operational ecosystems. 

 

Conclusion 
This survey demonstrated that the realization of IPv6-only networking depends on a combination of 

technological maturity, deployment readiness, and operational preparedness. Although IPv6 adoption has 

progressed substantially across modern Internet infrastructures, the transition toward sustainable IPv6-

only operation remains influenced by application compatibility, enterprise readiness, interoperability 

requirements, and ecosystem-wide deployment conditions. The analysis showed that infrastructure 

platforms, cloud environments, and service-provider networks have achieved considerable progress in IPv6 

deployment, whereas enterprise environments and large-scale IoT ecosystems continue to face operational 

and organizational challenges. Furthermore, global adoption trends reveal significant regional disparities, 

indicating that IPv6-only readiness remains uneven across different deployment contexts. The survey further 

reviewed the principal architectures enabling IPv6-only networking, including dual-stack, tunneling, 

translation-based approaches, IPv4-as-a-Service (IPv4aaS) solutions, and programmable IPv6 frameworks. 

While early transition mechanisms were instrumental in accelerating IPv6 adoption, contemporary 

deployment strategies increasingly favor IPv6-first operational models supported by selective interoperability 

mechanisms capable of maintaining communication with legacy IPv4 services. 
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Several important research gaps were identified, including limited understanding of large-scale enterprise 

IPv6-only deployment, insufficient evaluation of IPv6-only IoT and edge ecosystems, fragmented security 

assessment across IPv6-only environments, and the lack of long-term operational and performance studies. 

Addressing these challenges will be essential for improving deployment confidence and supporting 

sustainable large-scale adoption. 

Overall, the reviewed literature indicates that IPv6-only networking is becoming increasingly achievable from 

both technical and operational perspectives. Continued progress will depend on effective deployment 

governance, operational modernization, security visibility, interoperability management, and ecosystem-

wide readiness capable of supporting sustainable IPv6-only operation at Internet scale. 
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