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Abstract

For over a decade, the global internet has navigated a depleted IPv4 address pool. The
telecommunications industry has maintained legacy operations through complex mitigation
frameworks, primarily Dual-Stack, Tunneling, and stateful Translation mechanisms (e.g., CGNAT and
PAT). To evaluate the long-term architectural and economic implications of these strategies, this review
employs a thematic synthesis of 24 peer-reviewed studies and recent empirical simulations published
over the last ten years, sourced from major academic databases using specific inclusion criteria. The
thematic synthesis applies a structured coding framework to extract performance (latency, packet loss),
security, and economic indicators across the selected studies, enabling comparative evaluation. The
analysis reveals a structural paradox: while these mechanisms successfully bypass immediate address
exhaustion and scale existing networks, they often compromise the Internet's end-to-end design and
introduce complex security vulnerabilities. The findings indicate that stateful translation mechanisms
introduce measurable latency increases (up to reported 15-30% in high-load scenarios) and scalability
bottlenecks, while Dual-Stack architectures significantly increase resource utilization. Furthermore, the
persistence of mitigation frameworks contributes to the expansion of the IPv4 leasing market, creating
economic disincentives for IPv6 adoption. This review is limited by reliance on publicly available datasets
and simulation-based studies, with restricted access to proprietary ISP operational metrics. Ultimately,
current transition mechanisms serve as necessary pragmatic interim phases rather than sustainable
permanent solutions, highlighting the critical need for a definitive shift toward native IPv6.

Keywords: [Pv4 Exhaustion; IPv6 Transition; Dual-Stack; CGNAT; IPv4aaS; Network Scalability;
Architectural Trade-Offs.

Introduction
The Internet's foundational architecture relies on IPv4, a protocol that successfully supported early network
demands [1], [2]. However, the rapid expansion of mobile and cloud computing has exhausted this 32-bit
addressing space [3]. Although global IPv6 adoption reached an average of 46% by 2025—exceeding 74% in
leading regions [4], the complete deprecation of IPv4 remains delayed. Consequently, the depletion of
unallocated pools across major registries has transformed IPv4 addresses into scarce economic assets, with
reported secondary-market prices averaging approximately $20-25 per IPv4 address in recent studies [5],
[6], subject to regional variation, which continues to impose heavy operational expenditures (OPEX).
To maintain connectivity, the industry relies on interim mitigation strategies, including Dual-Stack
environments [7], [8] and stateful translation mechanisms like Carrier-Grade NAT (CGNAT) and PAT [9],
[10]. While empirical models show these sustain legacy operations, a critical research gap remains: current
literature lacks a formal synthesis evaluating their combined quantitative and architectural toll on core
infrastructure. This study addresses the following research questions:

¢ (RQ1) What are the performance, security, and economic trade-offs of current IPv4 mitigation

techniques?

e (RQ2) To what extent do these techniques delay or facilitate IPv6 adoption?

e (RQ3) What architectural limitations constrain their long-term sustainability?
Addressing this gap, this paper systematically reviews these strategies to analyze their structural trade-offs,
including increased routing overhead [11] and expanded security vulnerabilities [12]. Ultimately, this study
argues that the architectural and economic debt of prolonged IPv4 mitigation is unsustainable, emphasizing
the long-term operational constraints that necessitate an accelerated shift to native IPv6.

Methodology
Guided by the PRISMA framework to ensure reproducibility, this review employs a systematic thematic
synthesis.

Search Strategy & Selection Process

A targeted search across IEEE Xplore, ACM Digital Library, and Google Scholar covering the last ten years
utilized Boolean strings: ("[Pv4 exhaustion" OR "IPv4 depletion") AND ("CGNAT" OR "Dual-Stack" OR "IPv6
transition"). The literature search was conducted between January 2025 and March 2026. Initial query
results yielded 35 studies (IEEE Xplore: 14, ACM: 9, Google Scholar: 12). Literature was rigorously filtered:
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e Inclusion: Peer-reviewed studies providing empirical metrics, economic scalability data, or formal
security analysis (e.g., STRIDE) [12].
e Exclusion: Descriptive tutorials, non-peer-reviewed whitepapers, and deprecated mechanisms (e.g.,
6to4).
Of 35 initially identified papers, 11 were excluded for lacking quantitative rigor or direct architectural
relevance, finalizing a corpus of 24 high-impact studies. The selection process follows PRISMA guidelines,
with screening stages including identification, eligibility assessment, and final inclusion.

Identification of studies via databases
and registers

. . Records identified from databases (n = 35)
Identification | (IEEE Xplore: 14, ACM: 9, Google Scholar: 12)
Exclusion

¢ Records excluded (n = 11)
Screening Records screened for eligibility (n = 35) Reasons: Lacking

quantitative rigor or direct
¢ architectural relevance.

\4

Studies included in qualitative and thematic

Included synthesis (n = 24)

Fig. 1: PRISMA flow diagram detailing the study selection process

Study Quality Assessment

Each study was evaluated using three criteria: methodological rigor, relevance to architectural evaluation,
and presence of quantitative metrics (e.g., latency, throughput, or economic cost). Studies lacking empirical
validation were excluded.

Study Classification & Thematic Synthesis The 24 selected studies were systematically analyzed. Themes
were identified through iterative coding of extracted data and grouped into four analytical domains:
performance, security, economic scalability, and long-term viability. This analytical matrix classified the
transition mechanisms into three primary frameworks:

Co-existence (Dual-Stack Architecture)

This strategy requires network nodes to run both IPv4 and IPv6 protocols simultaneously [7], [8]. Empirical
simulations demonstrate that while Dual-Stack environments ensure seamless compatibility and maintain
native routing efficiency without encapsulation overhead [8], they introduce distinct operational trade-offs.
The architecture increases hardware resource utilization and administrative complexity without mitigating
the underlying IPv4 scarcity [13]. Reported studies indicate CPU utilization increases ranging between 10%
and 25% when maintaining dual routing tables in high-throughput environments [8], [13]. Implementing
this framework across a hierarchical topology requires every layer—from the core routing matrix to edge
access devices—to actively maintain dual routing tables and dynamic configurations like OSPFv3 [8].
Consequently, this structural duplication remains a primary driver of the elevated operational and
configuration expenditures associated with this transitional phase. As illustrated in Fig.2, this dual protocol
processing leads to duplication of routing and forwarding logic across network layers, directly contributing
to increased hardware utilization.
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Fig. 2. Architectural Layout of an ISP Dual-Stack Laboratory Network Environment. (Adapted from
[16])
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Tunneling Mechanisms

Unlike the native routing efficiency of Dual-Stack architectures [8], this framework encapsulates IPv6
packets within IPv4 headers to traverse legacy networks [14]. While it facilitates necessary interoperability
across disjointed infrastructures, the encapsulation process introduces substantial protocol overhead.
Consequently, rather than violating theoretical ideals, this added complexity tangibly increases latency,
causes Maximum Transmission Unit (MTU) mismatches, and creates potential points of failure, presenting
distinct performance limitations compared to direct routing models [11].

Translation and Address Sharing Mechanisms

Technologies such as CGNAT and 464XLAT map multiple private hosts to a single public IPv4 address using
port-based translation (PAT) [10], [15], [16]. Recent empirical simulations confirm that while these
techniques efficiently scale networks and provide immediate relief to address depletion [10], they introduce
significant structural trade-offs. Primarily, they disrupt the Internet's native end-to-end communication
model by forcing resource-heavy, stateful processing onto network routers. As demonstrated in Fig. 3, this
architecture typically manifests through two successive NAPT44 translation layers executed sequentially at
the Customer Premises Equipment (CPE) and the ISP gateway. This architecture highlights the compounding
effect of sequential NAT layers, which increases latency and complicates traceability. This dual-stage
framework requires network nodes to continuously track and maintain exhaustive stateful translation tables
for every active session. Consequently, while successfully extending IPv4 utility, this continuous state-
tracking introduces latency increases commonly reported between 5-30 ms under high concurrent session
loads, alongside measurable packet loss in state-table saturation scenarios [10], [16], [18], and leaves core
gateways highly susceptible to state-exhaustion vulnerabilities. However, some studies argue that optimized
CGNAT deployments with hardware acceleration can mitigate performance penalties, suggesting that
implementation quality significantly affects observed outcomes.

( IPv4 Internet ¥ ISP Network s Customer network )
SRC: 198.51.100.10:54321 &‘ SRC: 100.64.1.10:54321 \ NAPT44 SRC: 192.168.0.100:54321
DST: 203.0.113.10:80 DST: 203.0.113.10:80 \ DST: 203.0.113.10:80
NAPT44
Web server Internet Internet (3 ateway Access network Access network CPE Customer network Customer network End host
address: address: address address: address: address:
\_ 203.0.113.10 A 198.51.100.10 100.64.1.1 A 100.64.1.10 192.168.0.1 192.168.0.100 )

Fig.3. Architecture of Translation and Address Sharing Mechanisms (Dual-NAPT44/CGNAT).
(Adapted from [15])

Results and Discussion

Architectural Critique and Research Gaps:

This section critically synthesizes empirical findings to expose the architectural trade-offs of current IPv4
mitigation strategies. By confronting the literature's contradictions, it identifies a core research gap: the
growing disconnect between short-term engineering fixes and long-term structural realities.

The Co-existence Model: Strengths vs. Architectural Weaknesses

While the Dual-Stack strategy successfully preserves native protocol integrity and backward compatibility
[7], [8], recent empirical simulations highlight its substantial infrastructure overhead. Operating parallel
protocols, such as concurrent OSPFv3 and IPv4 routing, significantly increases CPU utilization and memory
consumption within core routers [8], [13], [20]. Reported studies indicate CPU utilization increases ranging
between 10% and 25% when maintaining dual routing tables in high-throughput environments [8], [13].
Furthermore, this architectural duplication inherently expands the network's attack surface. Managing dual
firewalls significantly increases administrative complexity and configuration overhead—a practical
vulnerability recently acknowledged in modern transition models that frequently defer advanced IPv6
security configurations due to their operational difficulty [8], [11]. Consequently, while Dual-Stack ensures
transitional stability, its hardware and security demands present challenging long-term trade-offs.

Translation Complexity and the Core Research Gap

Translation mechanisms, including CGNAT and PAT, have successfully extended IPv4's operational
lifespan, providing crucial immediate relief and scalability for ISPs [10], [17],[21]. However, recent
simulations and empirical benchmarks demonstrate that this extension incurs substantial performance
costs. Under high concurrent loads, the continuous state-tracking required by these mechanisms introduces
latency increases commonly reported between 5-30 ms under high concurrent session loads, alongside
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measurable packet loss in state-table saturation scenarios [10], [16], [18]. However, some studies argue that
optimized CGNAT deployments with hardware acceleration can mitigate performance penalties, suggesting
that implementation quality significantly affects observed outcomes.

This technical trade-off highlights a broader empirical disconnect. Rather than accelerating native IPv6
migration, the industry's reliance on these interim solutions has inadvertently fueled a lucrative, speculative
[Pv4 leasing market [5], [6],[22]. Consequently, networks have adopted complex, multi-layered hybrid
frameworks (e.g., Class 2 architectures). As illustrated in Fig. 4, mitigating address scarcity through these
models simply transfers the architectural burden to the core network. Sequential tunneling and NAPT44
translation demand excessive state tracking at the centralized ISP gateway, significantly increasing protocol
overhead and establishing an operationally challenging compromise rather than a sustainable resolution.
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Fig. 4. Escalated architectural complexity in a Class 2 hybrid sharing mechanism. (Adapted from

[15])

Comprehensive Evaluation Matrix

Table 1 systematically evaluates IPv4 mitigation strategies using an objective rating scale derived from
empirical benchmarks. 'Performance' is assessed via latency, packet loss, and encapsulation overhead
metrics [8], [10], [16], [18]; 'Security' by attack surface expansion and traceability [11], [12]; 'Economic
Scalability' by CAPEX/OPEX and IPv4 leasing dependencies [5], [6],[23]; and 'Long-Term Viability' by the

capacity to facilitate native IPv6 migration [9], [17], [24].

Table 1: Critical Evaluation Matrix of IPv4 Mitigation Strategies

Dual-Stack [7], [8],
[13]

encapsulation
overhead [8].

surface; complex
synchronized
firewalls [8], [11].

Mitigation Performance & Security Economic Long-Term
Strategy Overhead Implications Scalability Viability
. . Doubled attack . Vital interim step;
Native routing; zero High memory

(TCAM) costs for
dual BGP tables.

delays migration;
does not solve
exhaustion.

Vulnerable to

Low CAPEX; high

Stateless / Hybrid
(e.g., 464XLAT)
[16]

bottlenecks; minor
encapsulation
overhead.

traceability; requires
intermediate policy
sync [12].

Fragmentation; spoofing and unpredictable Unstable for modern
Tunneling [14], [19] | MTU mismatches; 5P . & P . topologies; largely
rocessing delays. injection; bypasses OPEX; complex deprecated.
P & y perimeter defenses. troubleshooting. p
Stateful High latency; state- Loss of end-to-end Expensive carrier- Architectural
Translation (e.g., table exhaustion; IP attribution; grade hardware; bottleneck;
CGNAT, PAT) [10], packet loss under crippled abuse costly IPv4 leasing disincentivizes IPv6
[15], [17] load [10], [16]. tracking. [5]. adoption [9].
Eliminates state Improved Viable interim

Highly scalable;
offloads state
processing to CPE.

IPv4aaS model
during IPv6-only
core migration.

Ratings are derived from synthesized findings across multiple empirical and simulation-based studies.

Future Directions

To address the systemic gaps identified in this review, future research must abandon the optimization of
legacy workarounds and pivot toward three critical domains:
e Bridging the Architectural Gap: Shift focus from complex hybrid transition mechanisms to the
operationalization of native IPv6-only architectures, developing frameworks to gracefully phase out
resource-heavy Dual-Stack environments.

e Bridging the Economic Gap: Propose interdisciplinary regulatory policies and economic models
designed to systematically depreciate the speculative value of legacy IPv4 blocks, thereby financially
compelling market migration.
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e Bridging the Security Gap: Design robust, native IPv6 defense frameworks that restore end-to-end
IP traceability and accountability, eliminating the reliance on stateful NAT layers for perimeter
security.
[ ]
Conclusion
In conclusion, this critical review demonstrates that while IPv4 mitigation strategies—such as Dual-Stack
and stateful translation—prevent immediate address exhaustion, they introduce significant architectural
overhead and inadvertently fuel an IPv4 leasing market that disincentivizes native IPv6 adoption.
However, an immediate shift to pure IPv6 is hindered by profound real-world constraints. High capital
expenditures (CAPEX) and complex legacy integrations make sudden migration unfeasible, rendering
current transition mechanisms a pragmatic and necessary interim phase rather than an architectural
failure. From a practical perspective, network operators should prioritize phased IPv6-only core deployment
while minimizing reliance on stateful translation. Policymakers may also consider regulatory mechanisms
to reduce speculative IPv4 market dynamics. Finally, these findings should be interpreted within the study's
limitations. Bounded by a synthesis of 24 peer-reviewed studies from the past decade, this review may not
capture undisclosed proprietary data from global ISPs. Ultimately, while mitigation strategies are essential
for current stability, long-term operational sustainability dictates a strategically phased but inevitable
transition toward IPv6-only network architectures.
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